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ASC supports and monitors Medical Devices and Equipment throughout their life cycle for 

changes that may impact their security posture. Our team will work collaboratively with 

your organization and will provide the following continuous monitoring services. 

Continuous Monitoring Activities Frequency 

Review and Report Audit Logs Weekly 

Scan Server, Review Results, Report Findings Monthly 

Review POA&Ms; Assist with mitigations Monthly 

Monitor and Log Security Awareness Training Quarterly 

Monitor and Log Professional Training Quarterly 

Generate Continuous Monitoring Report Quarterly 

Review Medical Device or Equipment Security Categorization Annually 

Select and Assess Core Security Controls Annually 

Review and Update Medical Device or Equipment System Contingency Plan Annually 

Test Medical Device or Equipment System Contingency Plan Annually 

Review And Update Incident Response Plan Annually 

Test Incident Response Plan Annually 

Perform Risk Assessment Annually 

Generate Risk Assessment Report Annually 

Review and Update Medical Device or Equipment System Security Plan Annually 

  Validate Users and Administrators Accounts Annually 

Perform Security Impact Assessment As needed 

Monitor Patch Management Plan and Process As needed 

 


