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ASC will support your organization with applying the RMF Steps and activities including 

Assessment and Authorization and Continuous Monitoring activities.  ASC will: 

• Support your organization in identifying and assigning persons to RMF roles, 

establishing an organization-wide RM strategy, assessing organization-wide risk, 

developing organization-wide tailored security baselines, identifying Common Security 

Controls, and developing Organization-wide Information Security Continuous 

Monitoring (ISCM) strategy.  

• Perform System Security Categorization activities (FIPS 199, NIST SPs 800-30, 800-39, 

800-59, 800-60) 

• Recommend Security Controls (FIPS Publications 199, 200; NIST SP 800-30, 800-53 

Revision 4/5, Medical Device security control baseline) 

• Perform Privacy Impact Assessment  

• Perform E-Authentication Assessment  

• Develop Medical Device and Equipment’s System Contingency Plan  

• Test  Medical Device and Equipment’s System Contingency Plan  

• Develop Medical Device and Equipment’s System Contingency Plan Test Results  

• Develop Medical Device and Equipment’s Incident Response Plan 
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• Test Medical Device and Equipment’s Incident Response Plan 

• Develop Medical Device and Equipment’s Incident Response Plan Test Results  

• Develop Rules of Behavior 

• Develop Organization/System/Device Security Policy 

• Develop Medical Device and Equipment’s Security Assessment Plan 

• Perform Medical Device and Equipment’s Risk Assessment (NIST SP 800-30, NIST SP 

800-39)  

• Develop Medical Device and Equipment’s Risk Assessment Report 

• Develop Medical Device and Equipment’s System Security Plan (NIST SP 800-18) 

• Conduct Medical Device and Equipment’s Security Controls Assessment (NIST SP 800-

53 R4/R5) 

• Develop Medical Device and Equipment’s Security Assessment Report  

• Develop Medical Device and Equipment’s Plan of Action and Milestones  

• Monitor Security Controls 

 

 

 

 


